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SUMMARMY The Task Force recommends that: OASD ( HD ) DCIP articulate clear DCIP objectives and develop
standards and benchmarks for identifying and assessing DoD dependencies on critical infrastructure; OASD (
HD ) DCIP work with ASD ( SO LIC ) and USD ( I) ( through the Defense Security Agency ) to promulgate
standards for mitigating risks of critical assets both at home and abroad; OASD ( HD ) CIP engage the DHS
Standards Program regarding CIP analysis tools, components, systems; and OASD ( HD ) DCIP, in consolidating
risk assessment tools, should coordinate with the DHS effort with ASME RAMCAP to ensure a standardized
approach for such assessments. H. Information Sharing DHS lacks sufficient mechanisms for protecting and
sharing private sector information related to CIP operations and vulnerabilities, including lack of classification
guidance and confused practices about handling sensitive, but unclassified information. DoD may require
special exemptions to acquire and protect DIB proprietary or sensitive information. At the same time, DIB
owners may be reluctant to share fully so long as impact and liabilities on them remains unclear. The Task
Force recommends that: DHS ( IP ) develop guidance and trusted mechanisms for information protection and
inter- intra-sector sharing; and OASD ( HD ) DCIP work with the private sector to establish clear guidance and
expectations for DIB critical asset owners. I. Conclusion The Task Force would like to add that as this study was
performed on protecting critical infrastructure as outlined in the Terms of Reference ( TOR)...
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